
Privacy for 
App Design
FOCUSING ON FINTECH



Take a deep breath and 
reflect for a moment...

When was a time you 
felt completely safe?



Privacy is an opportunity 
for us to help people feel 

safety and trust. 



thegreatness.studio
Brian Pagán (He/They)

https://thegreatness.studio/


https://gpsbydesigncentre.com

And I’m helping 
Michelle update Dr. 
Cavoukian’s paper on
Privacy by Design

https://gpsbydesigncentre.com/
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is an opportunity to help:Privacy by Design

LEGAL

Avoid fines and 
bad press

COMMERCIAL

Differentiate from 
competition

MINDSET

ETHICAL

Protect people’s 
human rights

https://www.fintechfutures.com/2020/08/capital-one-fined-80m-for-2019-data-breach/
https://www.easyllama.com/blog/facebook-data-privacy-scandal
https://www.canadiansecuritymag.com/consumer-attitudes-on-data-privacy-shift-amid-covid-19-survey/
https://www.theatlantic.com/international/archive/2018/05/russia-interpol-abuse/561539/


MINDSET

…including 
our own!

Image adapted from Andy Wong/AP

Privacy by Design

ETHICAL

Protect people’s 
human rights

https://www.theguardian.com/cities/2019/dec/02/big-brother-is-watching-chinese-city-with-26m-cameras-is-worlds-most-heavily-surveilled
https://www.theatlantic.com/international/archive/2018/05/russia-interpol-abuse/561539/


“How much 
can we get?” 

“How much do 
we really need?”

Data 
Minimization

MINDSET



Data Minimization

MINDSET

Stay critical! 

It’s up to us to keep asking:
“How much do we really need?”
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We have rights like these under privacy law.

PATTERNSRIGHTS

RIGHT TO 
OBJECT

RIGHT TO
NOTICE

RIGHT TO 
ACCESS

RIGHT TO 
RECTIFICATION

RIGHT TO 
PORTABILITY

RIGHT TO 
ERASURE



is key to 
ourPATTERNS

RIGHTS

Examples from termsfeed.com

Implicit Consent
(Opt-out)

Explicit Consent
(Opt-in)

Consent
RIGHT TO OBJECT



PATTERNSRIGHTS

Valid                 = Informed consent!Consent 



PATTERNSRIGHTS & Sensitive DataConsent 

PERSONAL DATA

Data that can identify you

Does not require explicit consent

SENSITIVE DATA

Data that can be used to 
discriminate against you

Requires explicit consent

Union memberships
Racial or ethnic origin
Sexual orientation
Political affiliations
Criminal history

Age
Religion
Genetics
Biometrics
Medical history

Name
E-mail address
ID number



Cookie Banner (Opt-out)

PATTERNS

RIGHTS



CCTV Sign (Opt-out)
PATTERNS

RIGHTS



Modal Overlay (Opt-in)

PATTERNS

RIGHTS



Yes, I consent.

Yes, I consent.

Toggle (Opt-out)

Toggle (Opt-in)

PATTERNS

RIGHTS



Yes, analyze my
transaction history

SIGN UP

E-Mail Address

Password

Sign Up

Is this ok?

PATTERNS

RIGHTS



It’s not ok.
Transactions can be 
sensitive, so we need 
explicit consent.

The toggle must be off by default.

PATTERNS

RIGHTS

Yes, analyze my
transaction history

SIGN UP

E-Mail Address

Password

Sign Up



What 
about this?

PATTERNS

RIGHTS



It’s ok!
The purpose of the form is 
to subscribe, so completing 
it is already explicit consent.

PATTERNS

RIGHTS



Just make sure 
there’s a link to the 
Privacy Notice!

PATTERNS

RIGHTS



People also need to 
be able to manage 
their consent with 
privacy options.

Privacy Settings

THIS APP MAY COLLECT MY:

Basic Information

We need this for the app 
to work, so it’s required.

Transaction History
We look for patterns to give 
you personalized advice.

Precise Location
We’d like to show cool 
places near you.

Privacy Notice

PATTERNS

RIGHTS



By the way: 
Permissions ≠ Consent

PATTERNS

RIGHTS



The Right to Notice entitles people to know:

PATTERNSRIGHTS

Which data we 
collect

Why we need 
those data

Who can access 
those data

How to delete 
their data



Short-Form

Your Privacy

Hi! May we collect these data?

We collect basic info like your e-mail 
address so you can log in. 

We store your data in Canada only.

We never give your data to 3rd parties.

You can delete your data via this app. 

Questions? E-mail us: privacy@app.io.

Transaction History
We look for patterns to give 
you personalized advice.

Precise Location
We’d like to show cool 
places near you.

Privacy Notice

CONFIRM

How to delete 
their data

Who can access 
those data

Why we need 
those data

Link to the full 
Privacy Notice

Privacy NoticePATTERNS

RIGHTS

Which data we 
collect

It’s not 
all-or-nothing



Privacy Policy

Privacy Notice

What you do

How you tell people

PATTERNS

RIGHTS



People also have a Right to Access their data.

Image from Bookvalu

Do let people export 
data in useful formats.

PATTERNS

RIGHTS

https://bookvalu.zendesk.com/hc/en-us/articles/115003926551-Can-I-Export-my-Financial-Forecasts-


People also have a Right to Access their data.

Do let people export 
data in useful formats.

Don’t make people 
contact someone.

Do provide any algorithmic 
processing logic relevant 
to the person.

Don’t make people 
pay for their data.

PATTERNS

RIGHTS



We have a Right to Rectification: to correct data.

Do let people make 
changes as appropriate.

Image from Withings Health Mate

This is an issue for data on 
immutable blockchains.

PATTERNS

RIGHTS



We have a Right to Rectification: to correct data.

Do let people make 
changes as appropriate.

Don’t make people 
contact someone.

PATTERNS

RIGHTS



People also have a Right to Portability.

Do let people export and 
import standardized formats.

Don’t limit people to 
proprietary formats. 

EXPORT FILE   |

.CSV

.XML

.JSON

PATTERNS

RIGHTS



Finally, people have the Right to Erasure.

Do let people delete their 
account directly in the app.

(AKA The Right to Be Forgotten)

Image from StrongLifts 5x5

This is also an issue for data 
on immutable blockchains.

PATTERNS

RIGHTS



Finally, people have the Right to Erasure.

Do let people delete their 
account directly in the app.

Don’t put sensitive data on
an immutable blockchain!

Don’t make this 
unreasonably difficult.

Do create some additional 
friction to prevent mistakes.

PATTERNS

RIGHTS
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is about safety and trust.Privacy by Design

PRINCIPLES



is about safety and trust.Privacy by Design

MINIMIZE DATA 
COLLECTION

Collect as few data 
as possible.

KEEP PEOPLE 
INFORMED

Make sure people 
truly understand.

KEEP PEOPLE
IN CONTROL

Let people change 
or delete their data.

PRINCIPLES

Empower people, 
never exploit them.



The world deserves 
your greatness

#PrivacyByDesign

Chi-miigwech!
Slides & Downloads

d3e.co/seneca @brianpagan

https://d3e.co/seneca

